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• Over 20yrs in the field
• Halifax, Nova Scotia
• KPMG Cyber Security practice
• IR, threat hunting, cloud security, 

insider threat, protection of 
critical infrastructure and incident 
response
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Intro

• Talk about the free Sysinternals tool, Sysmon. 
– Sysmon tool and compare its outputs to standard EVT logs
– Malware – the infection point, whether or not it has spread, and the 

effects on the infected system
– Sysmon command line usage, understanding its events and 

configuration options including the use of configuration file
– Use cases where Sysmon can improve your detection and IR 

capabilities
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State of Cyber Defense

• Traditional defensive posture
– Maintain a strong perimeter
– Implement layered security controls
– Block known attacks and malicious IP addresses
– Policies to discourage misuse or insider threat
– Basic endpoint security products
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Detecting Lateral Movements

• Initial breach normally doesn’t yield value 
to attackers

• Important part of the attack - hands on 
keyboard ($$$ being spent)

• 80% of the attack is spent during lateral 
movement

• Your biggest win
• Attacker is moving blindly

Source: Report by Smokescreen.io 
(2016)
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Typical Lateral Movements

• Goal is to stay under the radar
• Attackers use “legitimate” sysadmin tools
• Typical methods

– Pass-the-hash (theft of NTLM hashes)
– SMB scanning (i.e. file shares)
– PowerShell scripts
– Psexec 
– Windows Management Instrumentation (WMI)
– RDP and other remote access (i.e. VNC)
– Password brute-force
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Can we win?

• You have to be really in touch with what your network looks 
like, its assets and humans.

• Prevent Attackers from achieving their goal
• Reduce Attack Dwell Time
• Change Mindset – focus on behavior
• Adapt…adapt…adapt!
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Why Threat Hunting?

• Investigating at enterprise-scale
• Repeatable analysis tasks for both 

proactive and reactive hunting
• Finding evidence of compromise with 

minimal leads
• Less on detection technology and more on 

key attacker tactics, techniques, and 
procedures (TTPs)  and related behaviors

86%
IT professionals 
say that their 
organization is 
involved in 
some kind of 
threat hunting. 

Source: 2016 SANS Survey
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Threat Hunting - Questions

• Network breach or you get hit with malware
– What was the entry point?
– Did they spread between systems?
– What happened on a particular system?

• Built-in Windows tooling - hard to answer questions
– process creates and DLL loading info is limited
– Network connection information can be too limited and also too 

verbose
– Common attacker behavior (i.e. thread injection) not captured
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Windows Event logs
• Local log files where events occurring a Windows 

system are documented
– Application –logged by an application
– System - logged by the O/S
– Security – security of the system

• Events are tracked by Event ID
• Security events: User logon/logoff, Privilege use 

and Object access, etc.
• Single most import piece of security data on a 

Windows host – short of using a third-party 
endpoint agent or collecting memory



@petermorin123@petermorin123

Event Logs – Data Limitations
• Some events missing all together
• Other events missing important 

information
• No way to filter what is logged
• Event 4688 (new process created)

– Program name 
– Process path
– Process ID
– Info about who executed it
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What is Sysmon?

• Microsoft System Monitor
• Version 8 is available at sysinternals.com
• Windows Sysinternals Suite / Mark 

Russinovich
• Windows service and device driver (2 MB)

– Single binary includes 32-bit and 64-bit 
versions of both

– Service doubles as command-line frontend
– Logs system activity to the EventLog
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Installation

• sysmon -i -accepteula [options]
– Extracts binaries into %systemroot%
– Registers event log manifest
– Enables default configuration
– Option such as the hashing method, etc.

• Can be installed from a network location
– \\ServerName\sysmon -accepteula -i [OPTIONS]
– Sysmon will copy it’s files to the local system
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Installation Options

• -h [hash,...] = Specify which hash types to record.
– Use "*" for all or -h SHA256 to turn on SHA256 for example
– Options are MD5, SHA1, SHA256, and IMPHASH.
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Installation Options

• -n [process,...] = Enable logging of network connections 
(potential performance hit). 
– You can specify a single process by using a process name like 

-n firefox.exe,cmd.exe,powershell.exe
– You will not see any Event ID: 3 events
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Installation Options

• -l [process,...] = Enable logging of image loaded events 
(potential performance hit). 
– You can specify a single process by using a process name like 

-l iexplore.exe,calc.exe
– You will not see any Event ID: 7 events (image loaded)
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Sysmon Events

• The service logs events immediately 
• Driver installs as a boot-start driver to capture activity from 

early in the boot process
• Sysmon does not replace your existing event logs
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Sysmon Events
Applications and Services Logs/Microsoft/Windows/Sysmon/Operational
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Sysmon Events
Event ID Category Description
1 Process creation extended information about a newly created process

2 A process changed a file creation time registered when a file creation time is explicitly modified by a process

3 Network connection logs TCP/UDP connections on the machine

4 Sysmon service state changed reports the state of the Sysmon service (started or stopped)

5 Process terminated reports when a process terminates

6 Driver loaded provides information about a driver being loaded on the system

7 Image loaded when a module is loaded in a specific process

8 CreateRemoteThread detects when a process creates a thread in another process

9 RawAccessRead detects when a process conducts reading operations from the drive using the \\.\
denotation

10 ProcessAccess process opens another process, an operation that’s often followed by information 
queries or reading and writing the address space of the target process.

11 FileCreate File create operations are logged when a file is created or overwritten

12 RegistryEvent (Object create and delete) Registry key and value create and delete operations map to this event type
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Sysmon Events
Event ID Category Description
13 RegistryEvent (Value Set) This Registry event type identifies Registry value modifications

14 RegistryEvent (Key and Value Rename) Registry key and value rename operations map to this event type, recording the new 
name of the key or value that was renamed

15 FileCreateStreamHash when a named file stream is created, and it generates events that log the hash of the 
contents of the file to which the stream is assigned (the unnamed stream), as well as 
the contents of the named stream

16 Sysmon Configuration Changed reports any changes to the Sysmon configuration

17 PipeEvent (Pipe Created) when a named pipe is created

18 PipeEvent (Pipe Connected) when a named pipe connection is made between a client and a server

19 WmiEvent (WmiEventFilter activity detected) When a WMI event filter is registered

20 WmiEvent (WmiEventConsumer activity detected) logs the registration of WMI consumers, recording the consumer name, log, and 
destination

21 WmiEvent (WmiEventConsumerToFilter activity 
detected)

When a consumer binds to a filter, this event logs the consumer name and filter path. 

255 Error This event is generated when an error occurred within Sysmon
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Why are these important?

• Event ID 11: FileCreate
– Useful for monitoring autostart locations (i.e. temporary and 

download directories)
– Common places malware drops during initial infection.

• Event ID 12: RegistryEvent (Object create and delete)
– Useful for monitoring for changes to Registry autostart locations, or 

specific malware registry modifications.
• Event ID 17: PipeEvent (Pipe Created)

– Malware often uses named pipes for inter-process communication. 
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Death by Data
• It can log, a huge amount of data

– Process launches
– DLLs loaded by processes, drivers by the 

system
– Network connections
– Etc….

• As you can imagine, this can quickly 
add up if you don't need to see every 
single thing that happens in Windows…
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Sysmon Config Files

• Sysmon includes the ability to filter events 
before they are written to the Event Log –
these are key!

• You can build (or download) configuration 
files

• They make it easier to deploy a preset 
configuration and to filter captured events.
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Configuration

• You can do things like: only log network events from processes 
named “iexplore.exe” or located in C:\Users, drivers not signed 
by Microsoft, etc.

• It's up to you to determine how much data you want included.
• Sysmon configuration file

– install: sysmon -i -accepteula c:\SysmonConfig.xml
– update: sysmon -c c:\SysmonConfig.xml 
– use Psexec or PowerShell during an IR
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Event Tags

• Each event is specified using its tag
• To see all tags, dump the full 

configuration schema:
– sysmon -s

• “onmatch” can be “include” or 
“exclude”
– Include and exclude refer to filter effect

<tag onmatch=“include”>
<include filter/>
…

</tag>

<tag onmatch=“exclude”>
<exclude filter/>
…

</tag>

Source: Mark Russinovich
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Filter Examples
• Include only Google Chrome network activity:

<NetworkConnect onmatch=“include">
<Image condition="contains">chrome.exe</Image>

</NetworkConnect >

• Include thread injections into winlogon and lsass:
<CreateRemoteThread onmatch="include"> 

<TargetImage condition="image">lsass.exe</TargetImage> 
<TargetImage condition="image">winlogon.exe</TargetImage> 

</CreateRemoteThread >

• Exclude all Microsoft-signed image loads:
<ImageLoad onmatch="exclude">

<Signature condition="contains">microsoft</Signature> 
</ImageLoad> Source: Mark Russinovich
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Event Tags With No Filters

• Useful for enabling specific event types
• If no filter, onmatch has opposite 

effect:
– Include: won’t log any events
– Exclude: log all events of the tag type

• This configuration enables the 
following:
– ProcessCreate: because of onmatch 

exclude
– ProcessTerminate: because it is omitted 

and by default enabled
Source: Mark Russinovich
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Good Example
• Exclude Splunk binaries on a Universal Forwarder:
<ProcessCreate onmatch="exclude">

<ParentImage condition="is">
C:\Program Files\SplunkUniversalForwarder\bin\splunkd.exe

</ParentImage>
<ParentImage condition="is">

C:\Program Files\SplunkUniversalForwarder\bin\splunk.exe
</ParentImage>
<ParentImage condition="is">

C:\Program Files\SplunkUniversalForwarder\bin\btool.exe
</ParentImage>

</ProcessCreate>
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@SwiftOnSecurity’s Configuration

• Very common go-to Sysmon config
• Follows MITRE’s Adversarial Tactics, 

Techniques, and Common Knowledge 
(ATT&CK) to identify attacker behavior

• Regularly updating the config to include 
information from the community (i.e. ion-
storm)

• https://github.com/SwiftOnSecurity/sysmo
n-config
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@SwiftOnSecurity’s Configuration

• Network traffic 
sourced from 
C:\ProgramData or 
c:\Windows\Temp

• Network connections 
using nc.exe

• Etc….
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Let’s Talk Events - 4688

• Sysmon events to detect new EXEs and DLLs
• Could have been used to detect ransomware such as Petya or 

Wannacry which used SMB to spread 
• Work was done by an EXE – if we would have been looking for 

new (unknown) EXEs and DLLs
• Event ID 4688 Process Creation for success, is a Security log 

event produced every time an EXE loads as a new process.
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Event 4688 vs. 1

• If we simply keep a running baseline of known EXE names and 
compare each 4688 against that list, you’ll know as soon as 
something new, like Petya’s EXEs, run on your network.

• The only problem with using 4688 is it’s based on EXE name 
(including path)

• What happens if the attacker uses a name similar to that of a 
known file (C:\Windows\mssecsvc.exe or overwrites an exe (i.e. 
notepad.exe)?
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Event 4688 vs. 1

• Sysmon logs the hash of each EXE.
• Sysmon event ID 1 is logged the same time 

as 4688 but it also provides the hash of the 
EXE. 

• Even if the attacker does replace a known 
EXE, the hash will change

• Your comparison against known hashes will 
fail – thus detecting a new EXE executing for 
the first time in your environment
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Event 4688 vs. 1
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Event 4688 vs. 1

• Logs process creation with full command line for both current 
and parent processes

• Records the hash of process image files using SHA1 (the 
default), MD5 or SHA256

• Includes a process GUID in process create events to allow for 
correlation of events even when Windows reuses process IDs

• Optionally logs network connections, including each 
connection’s source process, IP addresses, port numbers, 
hostnames and port names
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Object Auditing

• Object Auditing 
must be enabled 
for Process Create 
events to show up



@petermorin123@petermorin123

Use Cases
• Productivity App (e.g. Word, Excel, 

PowerPoint, Outlook) launches 
cmd.exe or powershell.exe
– Productivity applications launching shells 

may be indicative of a malicious 
document or email. 

– After eliminating any exceptions, this 
should be a very high fidelity pattern, 
indicating something malicious 
happening. 

Source: Vector8 Blog
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Use Cases

• Abnormal parent of svchost.exe
– The parent of svchost.exe is normally 

services.exe. 
– Attackers use the name svchost.exe to 

hide their operations - often several 
svchosts running on a typical Windows 
host. 

– Also, the actual svchost.exe may be 
called by a malicious program in order 
to achieve the intent of the intrusion.

Source: Vector8 Blog
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Use Cases
• Whoami.exe running

– While whoami.exe is a standard Windows 
executable that you may see running 
occasionally

– Provides current user on your computer, 
including your login name, groups you belong 
to, privileges, etc.

– it’s not very common for your average user to 
run it – usually not by PowerShell

– whoami is used by system 
administrators, attackers, etc. 

– This pattern might serve more as a hunting lead 
than a stand-alone detection.

Source: Vector8 Blog
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Use Cases

• net.exe use *
– Similar to whoami, “net use” is occasionally used by 

administrators, and very often used by attackers to move 
laterally across your environment. 

– A more sophisticated use of these two patterns might be to 
combine them and look for the occurrence of whoami.exe 
and net.exe occurring on the same system in a short time 
window.

Source: Vector8 Blog
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Use Cases

• Exfiltration of 
data, tracking 
network 
connections.
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Use Cases

• Mimikatz
• Process injection - Inject a DLL into 

the lsass process and start up a 
thread

• Allowing Mimikatz to access and do 
what lsass can

• Standard EVT does not log this
• Sysmon provides this information
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Use Cases

Event Code 7 – “Image Loaded” – We see Mimikatz importing all kinds of other DLLs that it needs

Event Code 10: “Process Accessed” – When lsass is accessed
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Example – Osiris Ransomware

• Part of the Locky family
• Acts like a traditional ransomware
• Osiris invades the system using spam 

technique or by exploiting detected system 
vulnerabilities.

• Malware is a .js file that drops the Osiris 
ransomware
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Final Example – Osiris Ransomware

• Initial running of the malware 
from the desktop, which is 
`typical since this is designed to 
be double clicked by a user after 
a download.

Source: 909research.com
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Final Example – Osiris Ransomware

• We can follow this 
through the logs by using 
the ProcessGuid of the 
process that starts the 
malware

• Some files are dropped in 
the Temp folder

Source: 909research.com
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Final Example – Osiris Ransomware

• Command and control 
domain is contacted 
(vxhcf-31.srv.cat)

• HTTP no via a browser
• We can still track via the 

processGuid

Source: 909research.com
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Final Example – Osiris Ransomware

• Command and control 
was contacted probably 
for the 2nd stage 
executable 
(GPt3ly2wE.zk) since .js
files are typically just a 
dropper

Source: 909research.com
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Final Example – Osiris Ransomware

• The file GPt3ly2wE.zk is run 
using rundll32.exe 

• The main encryption binary 
in DLL form. 

• We now must follow the 
new ProcessGuid to make 
sure we get all the details of 
the new child process. 

Source: 909research.com
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Final Example – Osiris Ransomware

• A new command and 
control domain is 
contacted (213.ip-51-254-
141.eu), for the encryption 
key transfer

Source: 909research.com
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Final Example – Osiris Ransomware

• The HTML message file 
saying "you've been 
encrypted" is written to 
various places on disk and 
the process ends

Source: 909research.com
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SIEM Support

• ArcSight FlexConnector
• Alienvault NSM Plugin (via NXLog)
• IBM QRadar Content Extension
• Logrythm
• Elk Stack
• Splunk universal forwarder
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SIEM Support

• Integrating with Gray 
Log

• Data enrichment 
with threat 
intelligence prior to 
sending to SIEM
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Ingestion Overload – my local VM
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sourcetype="XmlWinEventLog:Microsoft-Windows-Sysmon/Operational" 
EventCode=1 | dedup Hashes | table Hashes Image ParentImage
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SIEM

• So essentially, now you can search across your logs for 
common hashes

• So if you now have a hash of a known bad app, you can 
find out where it is being executed

• Detect the lateral movement path of the attacker
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Conclusion

• Shocked that it isn’t part of Windows 
already

• Experiment with different configurations
• You can also deploy custom configurations 

during IR situations
• Remember either you have some kind of 

voodoo magic security or you aren’t 
detecting it…
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Questions? Comments? 

Peter Morin
petermorin123@gmail.com
Twitter: @petermorin123

http://www.petermorin.com
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