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Intro

* Talk about the free Sysinternals tool, Sysmon.
— Sysmon tool and compare its outputs to standard EVT logs

— Malware — the infection point, whether or not it has spread, and the
effects on the infected system

— Sysmon command line usage, understanding its events and
configuration options including the use of configuration file

— Use cases where Sysmon can improve your detection and IR
capabilities
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State of Cyber Defense

* Traditional defensive posture
— Maintain a strong perimeter
— Implement layered security controls
— Block known attacks and malicious IP addresses
— Policies to discourage misuse or insider threat
— Basic endpoint security products
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Detecting Lateral Movements

e |nitial breach normally doesn’t yield value
to attackers

* Important part of the attack - hands on
keyboard (SSS being spent)

 80% of the attack is spent during lateral .

Final Goal

m Ove m e nt Initial Breach

80%
Lateral Movement

* Your biggest win
e Attacker is moving blindly
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Typical Lateral Movements

 Goalis to stay under the radar
o Attackers use “legitimate” sysadmin tools

* Typical methods
— Pass-the-hash (theft of NTLM hashes)
— SMB scanning (i.e. file shares)
— PowerShell scripts
— Psexec
— Windows Management Instrumentation (WMI)
— RDP and other remote access (i.e. VNC)
— Password brute-force
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Can we win?

You have to be really in touch with what your network looks

ike, its assets and humans.

Prevent Attackers from achieving their goal
Reduce Attack Dwell Time

Change Mindset — focus on behavior

Adapt...adapt...adapt!
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Why Threat Hunting?

* |nvestigating at enterprise-scale

* Repeatable analysis tasks for both 86%

proactive and reactive hunting IT professionals

T : : : say that their
* Finding evidence of compromise with or;anization i

minimal leads involved in
some kind of
threat hunting.

* Less on detection technology and more on
key attacker tactics, techniques, and
procedures (TTPs) and related behaviors
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Threat Hunting - Questions

 Network breach or you get hit with malware
— What was the entry point?
— Did they spread between systems?
— What happened on a particular system?

e Built-in Windows tooling - hard to answer questions

— process creates and DLL loading info is limited

— Network connection information can be too limited and also too
verbose

— Common attacker behavior (i.e. thread injection) not captured
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Windows Event logs

Local log files where events occurring a Windows
system are documented

— Application —logged by an application

— System - logged by the O/S

— Security — security of the system

Events are tracked by Event ID

Security events: User logon/logoff, Privilege use
and Object access, etc.

Single most import piece of security data on a
Windows host — short of using a third-party
endpoint agent or collecting memory

System Number of even

Level
@Informatlon
@ Information
@Information
@Information
'@' Error

@ Information
@Information
@Information
/1 Warning
/v Warning
/v Warning

/1 Warning
@Information
@Informatlon
@ Information
@Information
@Information
@Information
/0 Warning
@Information
@Information
@Information
@Information

New events available

Date and Time
9/26/2018 10:02:17 AM
9/26/2018 10:02:17 AM
9/26/2018 10:02:16 AM
G/26/2018 10:02:14 AM
9/26/2018 10:01:38 AM
8/26/2018 10:01:12 AM
9/26/2018 10:00:45 AM
9/26/2018 9:59:28 AM
9/26/2018 9:59:09 AM
9/26/2018 9:5%:06 AM
9/26/2018 9:55:04 AM
9/26/2018 9:53%:04 AM
9/26/2018 9:59:03 AM
9/26/2018 9:5%:02 AM
9/26/2018 9:58:57 AM
9/26/2018 9:58:57 AM
9/26/2018 9:58:57 AM
9/26/2018 9:58:56 AM
9/26/2018 9:58:53 AM
9/26/2018 9:58:52 AM
9/26/2018 9:58:52 AM
9/26/2018 9:58:52 AM
9/26/2018 9:58:52 AM

Source

Service Control Mana...
Service Control Mana...

Service Control Mana...

Winlogon
Distributed COM

Service Control Mana...

User32

Service Control Mana...

User32
Time-5ervice
Time-Service
Time-5ervice
Kemel-General
Kernel-General
Kernel-General
Kemel-General
Kemel-General
Kemel-General
DMS Client Events

Service Control Mana...
Service Control Mana...
Service Control Mana...

Kernel-General

Event ID
7036
7036
7036
7002

10010
7036
1074
7036
1077

134
134
134
13
13
16
16
16
16
1014
7036
7036
7040
16

Task Cat
Mone
Mone
MNone
(1102)
MNone
Mone
MNone
MNone
MNone
Mone
Mone
MNone
MNone
Mone
Mone
MNone
MNone
MNone
(1014)
MNone
MNone
MNone
Mone

Event 7036, Service Control Manager

General | Details

The Diagnostic Policy Service service entered the stopped state.
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Event Logs — Data Limitations

= (Local)
 Views Keywordk Date and Ti 5
Lot Kepwords ste and Time surce
fication | {0} Event Properties - Event 4688, Microsoft Windows security auditing.
ity
P Genersl | Details
em
varded B} | T process has been created. -
tions ans
stions Subject
Security ID: WIN-G95TODVOITE\Administrator
Account Name: Administratar
Account Domain: WIN-695TODVOITE
Logen D: 0cbddT3
Process Information:
e Process ID: Oecdc
New Process Name: Ci\Program Files (:26)\Mozills Firefox\firefox.exe
Token Elevation Typs:  TokenElevationTypeDefault (1) =
Crestor Pracess ID; 038
Process Command Line:
Token Elevation Type indicates the type of token that was assigned to the new process in accordance with User
|Account Control policy. [#]
Type 115 & ful token with no privileges remeved or groups disabled. A full token is enly used if User Account Control [#]
is clisabled or if the user i the buift-in Administrator account or a service sccount.
Type 2is n slevsted token with no privileges removed or groups disabled. An elevated token is used when User
[Accaunt Control is ensbled snd the user chooses to start the progrsm using Run as sdministratar. An elevsted token
is also used when an application is canfigured to always require administrative privilege or to ahvays require
masimun privilege, and the user is a member of the Administratars group. .
Log Name: Security
Source: Micrasoft Windows security Logged: §/26/2018 10:07:53 AM
Event ID: i Task Category: Process Creation
Levek Infarmation Keywords:  Audit Success
User N/A Computer:  WIN-695TODVSITE
OpCode: Info
Mere Information:  Event Log Online Help

EventID Task Category
5152 Filtering Platform Pacl
5156 Filtering Platform Conn...
5156 Filtering Platform Conn...
5158 Filtering Platform Conn...
5154 Filtering Platform Conn...
5158 Filtering Platform Conn...
4689 Process Termination

4689 Process Termination
4689 Process Termination
4688 Process Creation

4688 Process Creation

4688 Process Creation

46828  Process Creation

5152 Filtering Platform Pack..
5156 Filtering Platform Conn...

ser Account Control policy.
Int Control is disabled or if the user is the built-ir

User Account Control is enabled and the user ¢
always require maximum privilege, and the usi

Some events missing all together

Other events missing important
information

No way to filter what is logged

Event 4688 (new process created)
— Program name

— Process path

— Process ID

— Info about who executed it
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What is Sysmon?

 Microsoft System Monitor
e \ersion 8 is available at sysinternals.com

e Windows Sysinternals Suite / Mark
Russinovich
 Windows service and device driver (2 MB)

— Single binary includes 32-bit and 64-bit
versions of both

— Service doubles as command-line frontend
— Logs system activity to the EventlLog
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Installation

sysmon -i -accepteula [options]

— Extracts binaries into %systemroot%

— Registers event log manifest

— Enables default configuration

— Option such as the hashing method, etc.

Can be installed from a network location
— \\ServerName\sysmon -accepteula -i [OPTIONS]
— Sysmon will copy it’s files to the local system

o) Administrator: Command Prompt

:yatem Monitor v8.88 System activity monitor
opyright (G> 2814- 2318 Hark Russinovich and Thomas Garnier
Bysinternals — www.sysinternals.com

Sysmon.exe —i [<configfile>]
[-h <[zhal imd5 izha256 limphashi=]1_.___.>1 [-n [{process....>1]
[-1 [{process .>1
onfigure: Sysmon.exe —c [ nfigfile>]
[——i[-h <= hai.mdS.gha256|1mphagh|*],...>] [-n [{process,...>1]
[-1 [{process....>1]
ninstall: Sysmon.exe —u
- Update configuration of an installed Sysmon driver or dump the
current configuration if no other argument is provided. Optionally
take a configuration file.
Specify the name of the installed device driver image.
Conf iguration entry: DriverMame.
The service image and service name will be the same
name of the Sysmon.exe executabhle image.
Specify the hash algorithmz used for image identification (default
is SHA1>. It supports multiple algorithms at the same time.
Conf iguration entry: HashAlgorithms.
Install service and driver. Optionally take a configuration file.
Log loading of modules. Optionally take a list of processes to track.
Install the event manifest <{done on service install as well).
Log network connections. Optionally take a list of processes to track.
Check for signature certificate revocation.
Configuration entry: CheckRevocation.
Print configuration schema definition of the specified version.
Specify ‘all’ to dump all schema versions (default is latest).
Uninstall service and driver.

he service logs events immediately and the driver installs as a boot—start
river to capture activity from early in the bhoot that the service will write
o the event log when it starts.

On Uista and higher. events are stored in “Applications and Services
Logs-Microsoft -Windows/Sysmon-Operational”. On older systems. events are
written to the System event log.

Il

If you need more information on configuration files, use the '-7 config’
ommand. More examples are available on the Sysinternals wehsite.

Bpecify —accepteula to automatically accept the EULA on installation.,
otherwize you will bhe interactively prompted to accept it.

either install nor uninstall requires a rehoot.

UzerssAdministratorsDownloads Syzsmon>_
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Installation Options

e -h [hash,...] = Specify which hash types to record.
—Use "*" for all or -h SHA256 to turn on SHA256 for example
— Options are MD5, SHA1, SHA256, and IMPHASH.
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Installation Options

* -n [process,...] = Enable logging of network connections
(potential performance hit).

—You can specify a single process by using a process name like
-n firefox.exe,cmd.exe,powershell.exe

—You will not see any Event ID: 3 events
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Installation Options

e -| [process,...] = Enable logging of image loaded events
(potential performance hit).

—You can specify a single process by using a process name like
-| iexplore.exe,calc.exe

—You will not see any Event ID: 7 events (image loaded)
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Sysmon Events

 The service logs events immediately

e Driver installs as a boot-start driver to capture activity from
early in the boot process

e Sysmon does not replace your existing event logs
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Sysmon Events

Applications and Services Logs/Microsoft/Windows/Sysmon/Operational

il Event Viewer
File Action View Help

o

[

Security-5PP-UX-GenuineCenter-L ~
Security-SPP-UX-Motifications
Security-UserConsentVerifier

Level Source EventID Task Categery

ServerEssentials-Deployment 0 Information Sysmon 5 Process terminated (rule: ProcessTerminate)
ServerManager-ConfigureSMReme @ Information 9/26/2018 & Sysmon 1 Process Create (rule: ProcessCreate)
ServerManager-DeploymentProvid @ Infermaticn 9/26/2018 6:34:24 PM Sysmen 5 Process terminated (rule: ProcessTerminate)
ServerManager-ManagementProvi @ Information 9/26/2018 €:34:24 PM Sysmon 1 Process Create (rule: ProcessCreate)
ServerManager-MultiMachine @\nformat\on 9/26/2018 6:34:22 PM Sysmon 5 Process terminated (rule: ProcessTerminate)
Service Reporting API @ Information 9/26/2018 6:34:22 PM Sysmon 53 Process terminated (rule: ProcessTerminate)
Shell-Connected AccountState @ Information 9/26/2018 &:34:18 PM Sysmon 5 Process terminated (rule: ProcessTerminate)
Shell-Core @ Information G/26/2018 &:34:18 PM Sysmon 5 Process terminated (rule: ProcessTerminate)
SilProvider @ Informaticn 9/26/2018 &:34:18 PM Sysmon 1 Process Create (rule: ProcessCreate)
SmartCard-Audit @ Information 9/26/2018 6:34:18 PM Sysmon 1 Process Create (rule: ProcessCreate)
SmartCard-DeviceEnum @ Information 9/26/2018 &:34:15 PM Sysmon 5 Process terminated (rule: ProcessTerminate)

SmartCard-TPM-VCard-Module
SMBClient Event 3, Sysmon

SMEDirect m
SMBServer

SMBWitnessClient
Sterage-Tiering

Process terminated:

. RuleMame:
StorageSpaces-Driver UtcTime: 2018-09-27 01:34:25.825
SterageSpaces-ManagementAgent ProcessGuid: {bBaefdea-33a1-5bac-0000-0010cdacld0D}
StorDiag Processld: 2116
Stare-Licensing Image: C:\Program Files\Splunk\bin\splunk-optimize.exe

StorPort

Superfetch

Sysmon

[E] Operational

a SystemSettings

7 SystemSettingsV2

b [] TaskScheduler

p [ TCPIP

b [] TerminalServices-ClientActiveXCo
p ] TerminalServices-ClientUSBDevice
1+ [] TerminalServices-LocalSessionhar
I+ [ TerminalServices-PnPDevices

1+ [] TerminalServices-Printers

[ A I B A A T A
[ o I I I ORI (e e

- -

SIS RT STRY. YR S
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Sysmon Events
Event!D |Category  [Deseripton

1 Process creation extended information about a newly created process

2 A process changed a file creation time registered when a file creation time is explicitly modified by a process

3 Network connection logs TCP/UDP connections on the machine

4 Sysmon service state changed reports the state of the Sysmon service (started or stopped)

5 Process terminated reports when a process terminates

6 Driver loaded provides information about a driver being loaded on the system

7 Image loaded when a module is loaded in a specific process

8 CreateRemoteThread detects when a process creates a thread in another process

9 RawAccessRead detects when a process conducts reading operations from the drive using the \\.\
denotation

10 ProcessAccess process opens another process, an operation that’s often followed by information
queries or reading and writing the address space of the target process.

11 FileCreate File create operations are logged when a file is created or overwritten

12 RegistryEvent (Object create and delete) Registry key and value create and delete operations map to this event type
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Sysmon Events
Event!D |Caegoy |Deseripton

13 RegistryEvent (Value Set)

14 RegistryEvent (Key and Value Rename)

15 FileCreateStreamHash

16 Sysmon Configuration Changed

17 PipeEvent (Pipe Created)

18 PipeEvent (Pipe Connected)

19 WmiEvent (WmiEventFilter activity detected)

20 WmiEvent (WmiEventConsumer activity detected)

21 WmiEvent (WmiEventConsumerToFilter activity
detected)

255 Error

This Registry event type identifies Registry value modifications

Registry key and value rename operations map to this event type, recording the new
name of the key or value that was renamed

when a named file stream is created, and it generates events that log the hash of the
contents of the file to which the stream is assigned (the unnamed stream), as well as
the contents of the named stream

reports any changes to the Sysmon configuration

when a named pipe is created

when a named pipe connection is made between a client and a server
When a WMI event filter is registered

logs the registration of WMI consumers, recording the consumer name, log, and
destination

When a consumer binds to a filter, this event logs the consumer name and filter path.

This event is generated when an error occurred within Sysmon
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Why are these important?

e Event ID 11: FileCreate

— Useful for monitoring autostart locations (i.e. temporary and
download directories)

— Common places malware drops during initial infection.

 Event ID 12: RegistryEvent (Object create and delete)

— Useful for monitoring for changes to Registry autostart locations, or
specific malware registry modifications.

 Event ID 17: PipeEvent (Pipe Created)
— Malware often uses named pipes for inter-process communication.

9 @petermorin123



Death by Data

e |t can log, a huge amount of data

— Process launches
— DLLs loaded by processes, drivers by the

IS THE HARDEST PART.

%

system
: BIG
— Network connections DATA
— Etc....

* As you can imagine, this can quickly
add up if you don't need to see every
single thing that happens in Windows...
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Sysmon Config Files

* Sysmon includes the ability to filter events
before they are written to the Event Log —
these are key!

* You can build (or download) configuration
files

* They make it easier to deploy a preset
configuration and to filter captured events.
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Configuration

* You can do things like: only log network events from processes
named “iexplore.exe” or located in C:\Users, drivers not signed

by Microsoft, etc.
e It's up to you to determine how much data you want included.
e Sysmon configuration file

— install: sysmon -i -accepteula c:\SysmonConfig.xml
— update: sysmon -c c:\SysmonConfig.xml
— use Psexec or PowerShell during an IR
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Event Tags

* Each event is specified using its tag <tag onmatch="exclude”>
e To see all tags, dump the full <exclude filter/>
configuration schema: </tag>
— sysmon -S

<tag onmatch="“include”>

o ” “ »
onmatch” can be “include” or <include filter/>

“exclude”

— Include and exclude refer to filter effect </tag>

Source: Mark Russinovich
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Filter Examples

* Include only Google Chrome network activity:
<NetworkConnect onmatch="include">
<Image condition="contains">chrome.exe</Image>
</NetworkConnect >

* Include thread injections into winlogon and Isass:
<CreateRemoteThread onmatch="include">
<Targetlmage condition="image">lsass.exe</Targetimage>
<Targetlmage condition="image">winlogon.exe</Targetimage>
</CreateRemoteThread >

e Exclude all Microsoft-signed image loads:

<ImagelLoad onmatch="exclude">
<Signature condition="contains">microsoft</Signature>

</ImageLoad> Source: Mark Russinovich

9 @petermorin123



Event Tags With No Filters

e Useful for enabling specific event types

-|<Sysmon schemaversion="2.01">

e |f no filter, onmatch has opposite -l <EventFiltering>
. <ProcessCreate onmatch="exclude"/>
EffeCt' <DriverLoad onmatch="include"/>
— Include: won’t log any events <Imageload onmatch="include"/>

<FileCreateTime onmatch="include"/>
<NetworkConnect onmatch="include"/>

— Exclude: log all events of the tag type

e This configuration enables the <CreateRemoteThread onmatch="include"/>
foIIowing: <RawAccessRead onmatch="include"/>|
</EventFiltering>

— ProcessCreate: because of onmatch
exclude

— ProcessTerminate: because it is omitted
and by default enabled
Source: Mark Russinovich
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Good Example

e Exclude Splunk binaries on a Universal Forwarder:
<ProcessCreate onmatch="exclude">

<Parentlmage condition="is">

C:\Program Files\SplunkUniversalForwarder\bin\splunkd.exe
</Parentimage>
<Parentlmage condition="is">

C:\Program Files\SplunkUniversalForwarder\bin\splunk.exe
</Parentimage>
<Parentlmage condition="is">

C:\Program Files\SplunkUniversalForwarder\bin\btool.exe
</Parentimage>

</ProcessCreate>
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@SwiftOnSecurity’s Configuration

* Very common go-to Sysmon config

 Follows MITRE’s Adversarial Tactics,
Techniques, and Common Knowledge

Tweets
8,045

: . . 2 . Tweets

(ATT&CK) to identify attacker behavior s —

* Regularly updating the config to include s O ¢ S

information from the community (i.e. ion- 0core o

Storm) Joined April 2014 A —

© Born in 1989 — a:::i;:g_

o https://github.com/SwiftOnSecurity/sysmo
n-config

0006
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@SwiftOnSecurity’s Configuration

<1--SYSMON EVENT ID 3 : NETWORK CONNECTION INITIATED [NetworkConnect]-->
<1--COMMENT: By default this configuration takes a very conservative approach to netwoi
<1--COMMENT: [ https://attack.mitre.org/wiki/Command_and_Control ] [ https://attack.r .
<!--TECHNICAL: For the DestinationHostname, Sysmon uses the GetNamelInfo API, which ® N EtWO rk t raffl C
filtering.-->
<1--TECHNICAL: For the DestinationPortName, Sysmon uses the GetNamelInfo API for the
<1--TECHNICAL: These exe do not initiate their connections, and thus includes do not wor SO u rCEd fro m
<1-- https://www.first.org/resources/papers/conf2017/APT-Log-Analysis-Tracking-Attack-
<1--DATA: UtcTime, ProcessGuid, Processld, Image, User, Protocol, Initiated, SourcelsIpv
DestinationIp, DestinationHostname, DestinationPort, DestinationPortName--> C :\P rog ra m Data O r
<NetworkConnect onmatch="include">
<1--Suspicious sources for network-connecting binaries--> .
<Image condition="begin with">C:\Users</Image> '\W d \T p
<!1--Tools downloaded by users can use other processes for networking, but thisis a v C * I n OWS e m
<Image condition="begin with">C:\ProgrambData</Image>

<l--Normally, network communications should be sourced from "Program Files" not fr .
<Image condition="begin with">C:\Windows\Temp</Image> ® N etWO rk CO n n ECt | O n S

<!--Suspicious anything would communicate from the system-level temp directory-->

<!--Suspicious Windows tools--> .
<Image condition="image">at.exe</Image> usin g Nc.exe
<I--Microsoft:Windows: Remote task scheduling, removed in Win10 | Credit @ion-stol
<Image condition="image">certutil.exe</Image>
<I--Microsoft:Windows: Certificate tool can contact outbound | Credit @ion-storm @F P E
<Image condition="image">cmd.exe</Image> tC sees
<I--Microsoft:Windows: Remote command prompt-->
<Image condition="image">cmstp.exe</Image>
<!--Microsoft:Windows: Connection manager profiles can launch executables from We
@mNirkTvrer mOddvarmne mKvleHancslavan meaiithTes -->
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Let’s Talk Events - 4688

e Sysmon events to detect new EXEs and DLLs

e Could have been used to detect ransomware such as Petya or
Wannacry which used SMB to spread

 Work was done by an EXE — if we would have been looking for
new (unknown) EXEs and DLLs

 Event ID 4688 Process Creation for success, is a Security log
event produced every time an EXE loads as a new process.
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Event 4688 vs. 1

e |If we simply keep a running baseline of known EXE names and
compare each 4688 against that list, you’ll know as soon as
something new, like Petya’s EXEs, run on your network.

 The only problem with using 4688 is it’s based on EXE nhame
(including path)

 What happens if the attacker uses a name similar to that of a
known file (C:\Windows\mssecsvc.exe or overwrites an exe (i.e.
notepad.exe)?
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Event 4688 vs. 1

e Sysmon logs the hash of each EXE. Event 1, Sysmon

General Details

e Sysmon event ID 1 is logged the same time
as 4688 but it also provides the hash of the UkcTime:2016-0417 0716405332

ProcessGuid: {1ecf1276-3835-5713-0000-0010a1bc3200}

Processid: 6856
EX E . Image: C:\Windows\System32\eventvwr.exe
CommandLine: "C\Windows\System32\eventvwr.exe”
CurrentDirectory: C:AWINDOWS\system32\

e Even if the attacker does replace a known User: MOTI-PC\mti
LogonGuid: {1ecf1276-2e3b-5713-0000-002001ef0400}
EXE, the hash will change Temminalsessonid:

IntegrityLevel: Medium

r Hashes: SHA1=7A2C326970EFFSBE2104377078822944808CBT1 |

* Your comparison against known hashes will ParentPrccessCuc ec121-2e3c57T3-000 00046050
fail — thus detecting a new EXE executing for |
the first time in your environment
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Event 4688 vs. 1

WP W R By B P il R R Sy ' g

i imf permatsen 11/ 3004 12:21:04 P Syrmon = = = —
e B Antengs cn o gl X = o "

Event 1, Sysmon . O a [ + = X 5 -
General | Detsils

Process Create =

Ute Tirmes 9/1372014 T:21 PM i’ tOta I
ProcessGued: [ D0000000- 9920 5414 -0000-0010badbislll | -

Processld 528

Image: Chlsers'testApplata\Local Tempidnanst- Lo
Commandline '(:‘__uw;-.‘ul'.‘nppniu' Liscal, Twpxdﬂmﬂ-l-ﬂt' fei 10208 fedl RN o LR Do 1SR 10 TP Skl 1 11 T & 5l TG D EE T bl Sl Il g

User: Vera-PO\best b
LogonGuid: {00000000-d33f-5412-0000-0020aTd 11701} ren— -

Logonid: Ox117D1A7 T .’[} @ 0

TermenaiSessonid: 1

Anadyus dafs SO0 15 Bl 39S UTC [ 1 yead S maaths ago |
Hath Type: SHAT
Hazh: TXTDFCED SDS606860F 393601 SEAC1085EFBFDA2
|
ParentProcessid 1044 W Aralysin @ File detall D Addional infoomation. @ Commants I} 0 Vote ) Behavioursl Inlesmation
Farentimage C\Urers\tesl AppDete’ Locsl Swvlpdater Updater. exe
ParentCommandlLme: C\Users\best\ AppData’ L ocal SenvUpdater’ Updater cxe ki i o
AVG ok 5 | LOTEFFS
gl e Pk Arwananetiy ol 01 dd=iid
PRy =l LT i ik IR RN
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Event 4688 vs. 1

e Logs process creation with full command line for both current
and parent processes

e Records the hash of process image files using SHA1 (the
default), MD5 or SHA256

* Includes a process GUID in process create events to allow for
correlation of events even when Windows reuses process IDs

 Optionally logs network connections, including each
connection’s source process, |IP addresses, port numbers,
hostnames and port names
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Object Auditing

* Object Auditing : e Ty BE-

File Action View Help
e« 2E X

must be enabled 2 Scart st A e

b & Account Policies i) Audit account logen events Mo auditing

4[5 Lgcal Policies 19| Audit account management Mo auditing
fo r P rocess ‘ reate 5 Audit Policy 1| Audit directory service access Mo auditing
g User Rights Assignment i) Audit logon events Mo auditing

b g Security Options

; 1) Audit object access Success, Failure
B | Windows Firewall with Advanced Seci

: ) o 1) Audit pelicy change Mo auditing

V I I W ~| Network List Manager Policies L "
- . . [2s) Audit privilege use Mo auditing
I || Public Key Policies

. . . 1) Audit process trackin Success, Failure
I || Software Restriction Policies P g

[ || Application Contrel Policies i Audit system events No auditing

1> ,g IP Security Policies on Local Compute
|| Advanced Audit Policy Configuration
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Use Cases

* Productivity App (e.g. Word, Excel,
PowerPoint, Outlook) launches TR e

Processld: 3872
Image: C\Windows\SysWOWed\ cmd.exe

cmd.exe or powershell.exe
CurrentDirectory: ChUsers\labuser\Desktoph,

User: LabWin8\labuser
LogonGuid: {3424c687-dfea- 38e3-0000-0020a5630100}

— Productivity applications launching shells Logms o

IntegrityLevel: Medium
Hashes: MD3=5941D4FACD7BI33FTECA142CD42D3ABA

may be indicative of a malicious e T sl S 01

Parentlmage: C:\Program Files (x86)\Microsoft Office\Officel VWINWORD.EXE

ParentCommandLine: "C\Program Files (x88)\Microsoft Office\Officel SN\WINWORD.EXE" /n "C:

d O C u m e nt O r e m a i I . ‘\Users\labuser\Desktopbad.dec” /o ™"

— After eliminating any exceptions, this
should be a very high fidelity pattern, ST S e

. . . . . . Event ID: 1 Task Category: Process Create (rule: ProcessCreat
indicating something malicious S
User: SYSTEM Computer: LabWing

OpCode: Info

L]
h a p p e n I n g (] Meore Information:  Event Leg Online Help

Source: Vector8 Blog
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Use Cases

 Abnormal parent of svchost.exe

— The parent of svchost.exe is normally
services.exe.

— Attackers use the name svchost.exe to
hide their operations - often several
svchosts running on a typical Windows
host.

— Also, the actual svchost.exe may be
called by a malicious program in order
to achieve the intent of the intrusion.

Event 1, Sysmon

General Details

12 Task Manager
File Options  View
Processes Performance Apj
MName
Service Host: DCOM S
Service Host: 115 Applic
Service Host: Internet |
Service Host: Local Ser

Service Host: Local Ser

Service Host: Local Ser

Service Host: Local Service retwori iwest

Service Host: Local Service (Mo
Service Host: Local Service (Mo

Service Host: Local System (18)

Process Create:

UtcTime: 2016-10-10 05:10:14.769

ProcessGuid: {162cedbc-22b6-57fb-0000-00107b1bb118}

Processld: 27920

Image: CAWindows\Systern32\backgroundTaskHost.exe

CommandLine: "CAWINDOWS\system32\backgroundTaskHost.exe” -ServerMName: Cort
CurrentDirectony: C:\Windows\SystemApps\Microsoft.Windows.Cortana_cw3n 1h2teyer
User: _ “Paula

LogonGuid: {162cedbc-cced-5716-0000-0020037e0a00}

Logonld: (ATESS

TerminalSessionld: 1

Integritylevel: AppContainer

Hashes: MD5=3E715B508E74B7B413F2ADDAECARBIE0

ParentProcessGuid: {162cedbc-code-57F0-0000-001091240100}

ParentProcess|d: 944

Parentimage: C:\Windows\Systern32\svchost.exe

ParentCommandLine: CAWINDOWS\systern32\svchost.exe -k DcomlLaunch

TICTE] T T TP i G VIS GIVIDPS
Impersonation) (3) 0% 1.1 MB 0 MB/s 0 Mbps
Metwork) (4) 0% 84 MB 0 MB/s 0 Mbps

0% 334 MB 0 MB/s 0 Mbps

Service Host: Local System (Metwork Restricted) 0% 2.7 MB 0 MB/s 0 Mbps
> Service Host: Local System (Metwork Restricted) (... 0% 3.7MB 0.1 MB/s 0 Mbps
Service Host: Metwork Service (3) 0% 6.7 MB 0 MB/s 0 Mbps
Service Host: Metwork Service (Metwork Restricted) 0% 0.2 MB 0 MB/s 0 Mbps
Service Host: Remote Procedure Call (21 0% 6.4 MB 0 MB/s 0 Mbos hé

Fewer details

End task

Source: Vector8 Blog
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Use Cases

e Whoami.exe running

BX Command Prompt

— Whlle Whoami'exe iS d Standard WindOWS Microsoft Windows [Version 10.0.14393]
executable that you may see running (c) 2016 Microsoft Corporation. All rights reserved.
OCCaslona I Iy C:\Users\petermorin>whoami.exe

. A\ 1

— Provides current user on your computer, ce \petermorin
including your login name, groups you belong Process Creste
tO, p riVi | e ge S, etc. Emces:&.ildﬂ: 9{54140161-cEIhEI-EEﬁﬁ-Uﬂﬂﬂ-ﬂﬂlﬂfd?Emﬂﬂ}

) Ir::la;Ev:; '::':kWiﬂdDWS\S}fS‘tEMBE'\WhDEmi.E:(E
— It's not very common for your average user to CommandLine: *C:\Windows\system32\whoami.exe” /user
. CurrentDirectorny: ChUsers\nzelada. HP\Docurments',
run it - usua"y hot by PowerShe" Ejzzrairdﬁlzaffmlﬁl-c859-5855-0000-002091040:00}

— whoami is used by system TerminsiSessonlé 1

administrators , attac kers , etc. Hoshes D5 ECO231 COFEABBIZL ASEDOSTHISTAA205
. i . ParentProcessGuid: {24140161 - c9b7-5866-0000-00108b491800}

- ThIS patte n mlght Se rve more aS a huntlng Iead E::Z:Elpr:la;en:;sg‘:ﬂf‘?iiﬂduf:ws‘aS}_rstemBE‘aWindDwspDwerShellivl.U\prershell.exe )

than a Stand_alone dEtECtlon. Ezrfgggu_rﬂ;nparr;gill_éne: CAWindows' System324WindowsP owerShelltvl.0h powershell.exe” -5 -

Source: Vector8 Blog
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Use Cases

* net.exe use *

—Similar to whoami, “net use” is occasionally used by
administrators, and very often used by attackers to move
laterally across your environment.

— A more sophisticated use of these two patterns might be to
combine them and look for the occurrence of whoami.exe
and net.exe occurring on the same system in a short time
window.

Source: Vector8 Blog
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Use Cases

i Event Properties - Event 3, Sysmon

General | Details

[ ] [ ]
. EX I l ra l I O n O The description for Event ID 3 from source Microsoft-Windows-Sysmon cannot be found, Either the component that raises this event is not installed on your local computer ¢
can install or repair the compeonent on the local computer.

If the event originated on another computer, the display information had to be saved with the event.

The following information was included with the event:

data, tracking

EV_RenderedValue_2.00
3484

CAWindows\System32\ftp.exe
WIN-895TODVIITEVAdministrator

network

192.168.171.130
'WIN-695TODVIITE localdomain
49217

connections.

ftp

The publisher has been disabled and its resource is not available. This usually occurs when the publisher is in the process of being uninstalled or upgraded
|

<NetworkConnect onmatch="include">
<DestinationPort condition="is">80</DestinaticonPort>

<DestinationIp condition="is">1.2.3.4</DestinationIp>

idows-Sysmon/Operational

<DestionationPortName Logged: 9/28/2018 2:43:04 PM
Task Category: Network connection detected (rule: NetworkConnect)
o g . : : K ds:
condition="is">kerberos</DestionationPortName> Sy
Computer: WIN-G95TODVSITE
</NetworkConnect> line Help
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Use Cases

® IVI i m i katz General Details

Frocess accessed:

* Process injection - Inject a DLL into UtcTime: 2017-02-13 042735709

SourcePracsssGUID: [BBSF23d49-35h2-58a1 -0000-001005 Tha00)
SourceProcessid: 2220

the |sass process and start up a Source el

Sourcelmage: Chdemo\mimikatz.exe
TargetProcessGUID: {B89F23d9-e575-58a0-0000-0010c64f0000}

t h re a d TargetProcessid: 544

Targetimage: C\Windows\system3Z\lsass.exe
GrantedAccess: 01410
CallTrace: C:\Windows\SYSTEMIZ\ntdll.dll+a5554| &\ Windows\system32\KERNELBA!

® AI I OWi n g M i m i katz to a Ccess a n d d O ﬁﬁSEElC:‘udemn‘l.mimi.kat:.&EAEﬁMd|C:Rden1u‘.mimil-cat:.z¢e*ﬁf-521|C:‘.n:ie_mu‘.mir'nikz
49beT]|C\derno\mimikatz.exe + 49941 |Chdemo’ mimikatz.exe+ Bbed 5| G Windows sys!
what Isass can

e Standard EVT does not log this
e Sysmon provides this information

9 @petermorin123




Use Cases

Event Code 10: “Process Accessed” — \When Isass is accessed

"mimikatz® W "EventCode=4658" M "EventCode=4685" EventCode=10 S13Ts CouUnt _time, Souvrcelmage, Tar, ge:I-—.'age s Eranted&ccessl (15}
<27 everts (0d4/09/ 2017 D3.00:41.000 10 04/09/2017 03:45:41.001) Mo Event Sampling ~ T & 3
Evenits Panerms Statstices (13) Visualization

Sourcaimage # | Targetimage < | Gramedaccess

ki B memikarz exe

Event Code 7 - “Image Loaded” — We see Mimikatz importing all kinds of other DLLs that it needs

"mimikatz" N "EventCode=4658" | "E'.fntCOde:dSSQ" EventCode=7 | stats count _time, Image, Imageloaded

- 53 events (04,/09/2017 03:00:41.000 to 04/097201 7 03:45:47.001) Mo Event Sampling ~
Events Patterns Staristics (53) Visualization
Preview w

Image # | imagelLoaded

rshAnanisiDoc
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Example — Osiris Ransomware

e Part of the Locky family
e Acts like a traditional ransomware

e Osiris invades the system using spam
technique or by exploiting detected system

vulnerabi!ities. N USIRIS

e Malware is a .js file that drops the Osiris
ransomware
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Final Example — Osiris Ransomware

Process Create:

e |nitial running of the malware

ProcessGuid: {e29500a3-778e-584d-0000-0010£fb549e00}

from the desktop, which is

Image: C:\Windows\System32\wscript.exe
\ ° [ ° ° [] - g -
t I Ca I S I n Ce t h I S I S d es I n e d to CommandLine: "C:\Windows\System32\WScript.exe" "C:\Users\IEUser
y p g \Desktop\malware.js"
CurrentDirectory: C:\Users\IEUser\Desktop\

be double clicked by a user after s ob-anERR RO s

LogonGuid: {e29500a3-e6ab-5836-0000-00207a590100}
a d OW n | Oa d LogonId: 0x1597a

* TerminalSessionId: 1
IntegritylLevel: Medium
Hashes:
SHA1=860265276B29B42B8C4B077ESC651DEF9C81B6EY, MD5=D1AB72DB2BEDD2F255D3
SDA3DA0D4ABl6, SHA256=047F3C5ATABOEAOSF35B2CA8037BF62DD4228786D07707064D
BD0D46569305D0, IMPHASH=62EA1DZ2DAZ2B1481E969D080RA6B29D775
ParentProcessGuid: {e29500a3-e6ab-5836-0000-0010857d0100}
ParentProcessId: 1352
ParentImage: C:\Windows\explorer.exe

ParentCommandLine: C:\Windows\Explorer.EXE

Source: 909research.com
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Final Example — Osiris Ransomware

TimeCreated : 12/11/2016 10:58:06 AM
[ ProviderName : Microsoft-Windows—-Sysmon
* We can follow this L
Message : File created:

through the logs by usin
g g y g ProcessGuid: {E2%500A3-778E-584D-0000-0010FB549E00}

o ProcessId: 2400
t h e P ro C e S S G u I d Of t h e Image: C:\Windows\System32\WScript.exe
TargetFilename: C:\Users\IEUszer\AppData\Local
\Microscoft\Windows\Temporary Internet Files\Content.IES\WEBN

process that starts the S

CreationUtcTime: 2016-12-11 15:58:06.9%56

I I la |Wa re TimeCreated =: 12/11/2016 10:58:07 AM

ProviderName : Microsoft-Windows—Sysmon
Id : 11

 Some files are dropped in

UtcTime: 2016-12-11 15:58:07.605
t h e Te m fo I d e r ProcessGuid: [E29500A3-77BE-584D-0000-0010FE545E00}
p ProcessId: 2400
Image: C:\Windows\System32\WScript.exe
TargetFilename: C:\Users\IEUser\BAppData‘Local
\Temp\GPt31ly2wE

CreationUtcTime: 2016-12-11 15:58:07.605

Source: 909research.com
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Final Example — Osiris Ransomware

TimeCreated : 12/11/2016 10:58:07 AM
o ‘ O l I l I I l a n d a n d CO nt rO I ProviderName : Microsoft-Windows—-Sysmon
Id 3 3

d ° ° t t d Message : Network connection detected:
Omaln IS Con aC e UtcTime: 2016-11-25 06:00:48.531
ProcessGuid: {E23500A3-778E-584D-0000-0010FES45E00}
(vxhcf-31.srv.cat)
Image: C:\Windows\System32\wscript.exe
° User: WIN-4MG6JEQRPHTONIEUser
e HTTP no via a browser
Initiated: true

SourcelsIpve: false

e \We can still track via the

SourceHostname: WIN-4MGJEQREHTO.localdomain

proceSSGuid SourcePort: 49562

SourcePortName:

DestinationIsIpvé: false
DestinationIp: 134.0.11.154
DestinationHostname: wvxhcf-3l.srv.cat
DestinationPort: 80

DestinationPortName: http

Source: 909research.com
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Final Example — Osiris Ransomware

e Command and control imecremted + 12/11/2016 10:58:08

ProviderName : Microzoft-Windows—-Sysmon

was contacted probably . L
for the an Stage Message : File created:

UtcTime: 2016-12-11 15:58:08.182

executable Frocess Guid: {E25500A3-778BE-584D-0000-0010FES45E00}

FrocessId: 2400

(G Pt3 Iy2W E . Z k) S I n Ce .J S Image: C:\Windows\Sy=stem3Z2\WScript.exe
TargetFilename: C:\Uzers\IEUser\RppDatal\lLocal

files are typically just a SV
dropper CreationUtcTime: 2016-12-11 15:58:08.182

Source: 909research.com
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Final Example — Osiris Ransomware

TimeCreated : 12/11/2016 10:58:08 &M
° .
. I h e fl | e G Pt3 | ZW E Z k I S r' I n ProviderName : Microsoft-Windows-Sysmon
* 1d .1

Message : Process Create:

USi ng ru n d | |3 2 N exe UtcTime: 2016-12-11 15:58:08.213

ProcessGuid: {E29500A3-7790-584D-0000-001000679E0D}

ProcessId: 3380

o Th e m a i n e n C ry pt i O n b i n a ry Image: C:\Windows\System22\rundll32.exe

CommandLine: "C:\Windows\System32\rundll32.exe"

. C:\Users\IEUser\AppData\Local\Temp\GPT3LY~1.2EK, £7
I I I D L L O rI I I ° Currer_tDirectory: C:\Users\IEUser\Desktop\
User: WIN-4MEJEQREPHETON\IEUser

LogonBuid: [{E25%500A3-EGAE-5836-0000-00207A550100}

e \We now must follow the

TerminalSessionId: 1

new ProcessGuid to make L

SHA1=B939CF35447B22DD2C6EGF443446ACCIBF986D58, MDS=51138BEEA3E2C21EC
(]
sure we get all the details of e e

TEGFZBSDB3EEBBSAEEDC474645DES0CGEE3DY9SF8620C48102F1EBRA4124, TMPHASH=

the new child process. S ————

ParentProcessGuid: {[E2950043-778E-

584D-0000-0010FBS439E00}

Source: 909research.com
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Final Example — Osiris Ransomware

° A d d TimeCreated : 12/11/2016 10:58:13 2aM
n ew CO l I I I I l a n a n ProviderName : Microsoft-Windows-Sysmon
Id : 3

control domain is e eteons commeesion devesnn,

UtcTime: 2016-11-25 06:00:53.506

° ProcessGuid: {[E29%500A3-7750-584D-0000-00100067 SEQO}
contacted (213.ip-51-254-

Image: C:\Windows\System32\rundll32.exe

141.eu), for the encryption

Protocol: tecp

key transfer e

SourceIp: 192.168.87.141

SourceHostname: WIN-4MEJTEQRPHTO.localdomain
SourcePort: 49563

SourcePortName:

DestinationIsIpvé: false

DestinationIp: 51.254.141.213
DestinationHostname: 213.ip—-51-254-141.eu
DestinationPort: B0

DestinationPortMame: http

Source: 909research.com
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Final Example — Osiris Ransomware

TimeCreated : 12/11/2016 10:55:11 AM
4 ProviderName : Microsoft-Windows—Sysmon
e The HTML message file -
Message : File created:

Saying "youlve been UtcTime: 2016-12-11 15:55%:11.050

ProcessGuid: {[E25500R3-7790-584D-0000-00100067SECD}

ProcessId: 3380

encrypted" is written to
Va rious places On d iSk a nd e CreationUtcTime: 2016-12-11 15:5%:11.050
the proceSS ends TimeCreated : 12/11/2016 10:59:11 BM

ProviderName : Microsoft-Windows—Sysmon
Id : 11
Message : File created:

UtcTime: 2016-12-11 15:59%:11.050

ProcessGuid: {E29%500A3-77%0-584D-0000-00100067SE00}

ProcessId: 3380

Image: C:\Windows\System32\rundll32.exe

TargetFilename: C:\ProgramData‘\Adobe\Updateré
\4CRST3SP——GUAT7-—-EEHF--5050A725——CABDCODA17CY.08iris

CreationUtcTime: 2016-12-11 15:5%:11.050

Source: 909research.com
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SIEM Support

e ArcSight FlexConnector

e Alienvault NSM Plugin (via NXLog) ApPpS

® IBIVI QRadar Content Extension App "Microsoft Sysmon Add-on” was installed successfully
e Logrythm .

e Elk Stack install app from file || Create app

e Splunk universal forwarder

::*LogRhythmr QRradar E /—\I’CSIghT%(_ =-K Sp|Unk®>
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SIEM Support

* Integrating with Gra

0 Drag widgets to any posstion you ke in

| O g Thread Indicated (24h) 8 few satands a0 Target Locaticn (24h) 1 mintee ags Threat Lockups (24h)
' 2,363
0 :

e Data enrichment .

with threat -

Programs (24h) et agé DNS Lookup (24h) - Integrity (24h) p—

intelligence prior to CE—— C—

CWngownSyenIRechoste  Ja5TR 1548 1,245 “ystem ERE ]
. mr W% 268
I 1855
L] 561 B 7
Sel l I I I O = = b :
B ua? . " - 4
i i e EL) High ok 5
Task {registered 24h) 1 mirutes aga
Ohers
717 758
T P
e 56 SRR 1064 156
Mecwmrc connection decected {6159 fuddd 214% 18
e Nt )
i ul 2% W Files (SN GoOECh 5.50% [ ()
FleCreateTime] henrerna. o
= == - 0
Frocess terminated (ruk Proces  7.72% 08 £t 5 300 Py
STerminane) = 140 "
les (UBSMazita Firef 3,978 a1
Process Create inuie: Processive A% 805
ata} 1478 "
A Corporatio. 217% a2
Deiver ioaded jnue: Diiverload)  0.12% 1 354 1]
5% 6
A s (B TeamViewer, 2.07% m e 5
Teamiieees_Sarice s
L] L] ]
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Ingestion Overload — my local VM

Search | Splunk 7.1.3 X ‘ +

&« c © ® localhost:8000/en-US/app/search/search voe g i e

splunk g Messages ~ Settings ~ Activity =

Search Datasets Reports Alerts Dashboards

Search
|e-‘ter search here. .. Last 24
No Event Sampling » ® Smart Mc
How to Search What to Search
If you are not familiar with the search features, or want to learn 32.582 Events a day ago a few sec
more, see one of the following resources. ago
INDEXED EARLIEST EVENT g
LATEST EVEN
Documentation [Z Tutorial [2 Data Summary

> Search History
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Search | Splunk 7.1.3 X ‘ +

&« C @ @® localhost:8000/en-US/app/search/search?q=search sourcetype%3D"XmIWinEventLog%3AMicrosoft-Window oo w N @ =
splunk App: Search & Reporting ~ B Administrator = Messages ~ Settings ~ Activity v Help ~ Find
Search Datasets Reports Alerts Dashboards > Search & Reporting
New Sea rCh Save As ¥ Close
sourcetype="XmlWinEventLog:Microsoft-Windows-Sysmon/Operational" EventCode=1 | dedup Hashes | table Hashes Image ParentImage Last 24 hours v n
+ 26 events (9/11/18 7:00:00.000 AM to 9/12/18 7:40:26.000 AM) No Event Sampling * Job - s~ & L ® Smart Mode ~
Events Patterns Statistics (26) Visualization
20 Per Page ~ # Format Preview v 2 Next >
Hashes < rd Image < Fd Parentimage = F 4
SHA1=B014C7659B5A1DCBCY2982D7061AFB@11CAQQEF7 C:\Program Files\Splunk\bin\splunk-optimize.exe C:\Program Files\Splunk\bin\splunkd.exe
SHA1=F2F236E9DC19B62BFF539CA9D1DDEA155B6276C4 C:\Program Files\Splunk\bin\splunk-powershell.exe C:\Program Files\Splunk\bin\splunkd.exe
SHA1=57F1504F 5DCEDDAD1C8BAATB80A48CC3DDB849FA C:\Program Files\Splunk\bin\splunk-admon.exe C:\Program Files\Splunk\bin\splunkd.exe
SHAT=C38752C185CDE3CD9858411AEE14A82613BEIECE C:\Program Files\Splunk\bin\splunk-regmon.exe C:\Program Files\Splunk\bin\splunkd.exe
SHA1=DB11513B7DE73034F4C9BB5D4B3EFD7199602D9D C:\Program Files\Splunk\bin\splunk-winprintmon.exe C:\Program Files\Splunk\bin\splunkd.exe
SHA1=155518DB285BDF2EF95F4AFD972FC1E23@30312B C:\Program Files\Splunk\bin\splunk-netmon.exe C:\Program Files\Splunk\bin\splunkd.exe
SHA1=2EBACC2EF@AGAACTF3C31B230A7124E60B8A731C C:\Program Files\Splunk\bin\splunk-MonitorNoHandle.exe C:\Program Files\Splunk\bin\splunkd.exe
SHA1=718FB64DAC1ES54D6EEADAD36296AD8F228C89CE2 C:\Program Files\Splunk\bin\splunkd.exe C:\Program Files\Splunk\bin\splunkd.exe

sourcetype="XmIWinEventLog:Microsoft-Windows-Sysmon/Operational"
EventCode=1 | dedup Hashes | table Hashes Image Parentimage

9 @petermorin123




SIEM

e So essentially, now you can search across your logs for
common hashes

* So if you nhow have a hash of a known bad app, you can
find out where it is being executed

e Detect the lateral movement path of the attacker

dth

9 @petermorin123



Conclusion

 Shocked that it isn’t part of Windows
already

 Experiment with different configurations

* You can also deploy custom configurations
during IR situations

e Remember either you have some kind of
voodoo magic security or you aren’t
detecting it...
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Seems Legit




Questions? Comments?

Peter Morin

petermorinl23@gmail.com
Twitter: @petermorinl23
http://www.petermorin.com

9 @petermorin123



	Slide Number 1
	Peter Morin
	Intro
	State of Cyber Defense
	Detecting Lateral Movements
	Typical Lateral Movements
	Can we win?
	Why Threat Hunting?
	Threat Hunting - Questions
	Windows Event logs
	Event Logs – Data Limitations
	What is Sysmon?
	Installation
	Installation Options
	Installation Options
	Installation Options
	Sysmon Events
	Sysmon Events
	Sysmon Events
	Sysmon Events
	Why are these important?
	Death by Data
	Sysmon Config Files
	Configuration
	Event Tags
	Filter Examples
	Event Tags With No Filters
	Good Example
	@SwiftOnSecurity’s Configuration
	@SwiftOnSecurity’s Configuration
	Let’s Talk Events - 4688
	Event 4688 vs. 1
	Event 4688 vs. 1
	Event 4688 vs. 1
	Event 4688 vs. 1
	Object Auditing
	Use Cases
	Use Cases
	Use Cases
	Use Cases
	Use Cases
	Use Cases
	Use Cases
	Example – Osiris Ransomware
	Final Example – Osiris Ransomware
	Final Example – Osiris Ransomware
	Final Example – Osiris Ransomware
	Final Example – Osiris Ransomware
	Final Example – Osiris Ransomware
	Final Example – Osiris Ransomware
	Final Example – Osiris Ransomware
	SIEM Support
	SIEM Support
	Ingestion Overload – my local VM
	Slide Number 55
	SIEM
	Conclusion
	Slide Number 58

